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Introduction

1. The Applicant appeals against a 4 January 2010 decision of the Secretary-
General denying him access to certain information that he contends is needed to
prepare an informed and adequate response to allegations of misconduct that were
brought against the Applicant on 29 June 2009.

2. Access to this information was initially denied by the Organization on the
ground that the requested information is highly confidential and sensitive in nature.
Under his application, the Applicant requested the Tribunal to issue an order directing
that he be given access to material, as specified in an annex to his application.

3. As will be outlined below, the parties have agreed that the Applicant and/or
his Counsel be allowed to have access to the requested information, although the
parties disagree on the exact conditions governing access to and review of the
requested information. The Applicant agrees with each element of the Respondent’s
latest proposed final access conditions (“Proposed Final Access Conditions”) except
for one—whether notes taken by Counsel for the Applicant during her review of the
information (including attorney work product) could be taken away from the secure

viewing room.
Issue

4. The issue to be addressed by the Tribunal in the present Judgment is to be
defined as follows: do the Proposed Final Access Conditions correctly balance the
Respondent’s interest in protecting confidential information to ensure organizational
security against the Applicant’s interest in presenting a full defense to the disciplinary

charges that have been filed against him?
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following the analysis presented in the TRU [Threat and Risk Assessment Unit]
assessments and upon receipt of the October 2007 SRA [Security Risk Assessment]
in contravention of Staff Rule 1.2(b)”. The Applicant was requested to provide

comments in response to the Charge Letter and was informed of his right to counsel.

11.  The Applicant and his Counsel were advised that arrangements would be

made for them to access the Redacted IPA
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information contained in the IPA Report for any purpose other than for the
preparation of the submission to the Organization only of the Applicant’s
comments on the findings and recommendations of the IPA Report that relate
to the Applicant and/or on the allegations of misconduct which have been
filed;

e. Counsel acknowledged that in the event of breach of one of the
obligations set forth, action may be taken against Counsel by the Organization
including, without limitation, for wrongful disclosure and breach of
confidentiality.

13.  On 7 October 2009, Counsel for the Applicant requested from the Respondent
certain documentation that was missing from or had been redacted from the original
IPA Report.

14. By letter dated 18 November 2009, the Respondent informed the Applicant
that the Further Information would not be disclosed in full to the Applicant. This
letter did however communicate arrangements which were being made to have some

of the Further Information made available to the Applicant’s Counsel.

15. On 3 December 2009, the Applicant filed a request for management
evaluation of the decision not to release the Further Information to the Applicant and
his Counsel. On 4 January 2010, the Respondent, through the Management
Evaluation Unit’s response, upheld this decision.

16.  On 17 February 2010, the Applicant filed an application with the Dispute
Tribunal to seek an order that the Applicant be given access to the Further

Information in full.

17. On 29 March 2010, the Respondent filed his reply, and outlined the measures
already taken by the Respondent to ensure that the IPA Report and supporting
documentation remained strictly confidential (Respondent’s reply, para. 29,

(“Paragraph 29 Measures”)).
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The Paragraph 29 Measures were outlined, as follows:

a. The staff members assigned with the responsibility of the day-to-day
conduct of the administrative and disciplinary proceedings recommended by
the Panel have been located in a secure space to which access by other staff
members, including those handling other disciplinary matters as part of their

normal functions, are barred:;

b. The computers in the secure space are not connected to other

computers in OHRM by means of a shared drive;

C. Various parts of the IPA Report and its supporting documentation
identified by DSS have been redacted,;

d. The normal working methods used by staff members working on these
cases have been restricted—although all disciplinary cases are treated
confidentially. Additional restrictions employed in the handling of the
Applicant’s case and the cases of the other staff members in this matter reflect

the highly sensitive nature of the information involved;

e. The Redacted IPA Report and supporting documents, which were
made available to the staff members subject to administrative and disciplinary
proceedings, were made available only in secure offices with 24-hour video
surveillance and staff members who were charged or subject to administrative
proceedings, and their counsel, were prohibited from bringing their own
computers when reviewing the documentation in order to avoid the risk of the
information being copied. Other precautions taken are set out in the Charge
Letter;

f. The Respondent, in providing the Applicant and Counsel for the
Applicant with copies of the Redacted IPA Report and supporting
documentation, made arrangements for the documentation to be hand-

delivered to [the Applicant’s office] in Rome on one occasion, and to [the
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Applicant’s Counsel’s office] in The Hague on two occasions. It is to be

noted that the sealed documentation stayed in the hands of the couriers, who
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Applicant and the Respondent were present, as well as two officials of DSS. In
advance of this hearing, the parties had been advised by Order No. 238 (NY/2010) of
questions in relation to which the Tribunal sought background information. The
parties were notified that this information was to be of a background nature only, and
not considered as tendered evidence.

22, Following the 22 September 2010 case management hearing, which the
Tribunal found to be most instructive, and following the Respondent’s production to
the Applicant of some documents contained within the Further Information, the
parties conferred with one another with a view to reaching an agreement on the
Applicant’s request for production of the remainder of the Further Information. The
parties were unable to reach a complete agreement on how to resolve the Applicant’s

access to the Further Information.

23.  On 3 December 2010, the Respondent filed with the Tribunal a submission
outlining a procedure by which he proposed to provide the Applicant full access to
the Further Information, subject to certain conditions in addition to those set forth in
the Confidentiality Undertaking and in the Paragraph 29 Measures. The Respondent
stated that:

[IIn the interests of the expeditious resolution of the disciplinary
proceedings concerning the Applicant, the Respondent has considered
carefully what further steps [he] could reasonably take in order to
satisfy the Applicant, while complying with [his] obligation to protect
[his] staff and their interests.
This submission was initially filed on an ex parte basis, but, in accordance with
Order No. 322 (NY/2010), it was disclosed to the Applicant in order that his response

could be sought.

24.  On 8 December 2010, the Applicant filed a response to the Respondent’s
3 December 2010 additional proposal for access to the Further Information. The
Applicant agreed with all points of the Respondent’s proposal (outlined below),
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excepting the requirement that “no notes or attorney work product of any kind can be

removed from the room in which the [Further Information] is reviewed”.

25. At the ex parte hearing of 8 December 2010, the Respondent further clarified
to the Tribunal his additional proposal for access to the Further Information,
following which the Applicant was notified of this proposal by Order No. 322
(NY/2010), and given an opportunity to respond to it. The parties thereafter each

made further submissions to the Tribunal regarding this proposal.

26. On 13 January 2011 the Tribunal issued Order No. 6 (NY/2011), which
stated, inter alia:

3. The Parties’ submissions generally reflect an agreement for the
Applicant to be given access to all of the Further Information he seeks.
However, there is an issue of contention between the Parties relating to
the conditions attaching to this access. Specifically, the Applicant
objects only to the condition of access proposed by the Respondent
that no notes derived from review of the Further Information and no
“attorney work product” would be permitted to be removed from the
secure room.

4. The Applicant says that this proposed condition is unworkable,
as it directly interferes with the functioning of his attorney-client
relationship, leads to an inequality of arms in the disciplinary
proceedings, impacts his Counsel’s ethical obligations to her client and
is disproportionate, given the history of the litigation in the case. The
Respondent disagrees and says that the only prejudice the Applicant
will suffer from the proposed condition is one of convenience and is
therefore not substantive.

5. In the submission of 15 December 2010 the Applicant
“requests that th[e] Tribunal enter whatever Order it deems to be just
and proper”. In the submission of 12 January 2011 the Respondent
requests the Tribunal “to rule accordingly”.

6. In light of the Parties’ submissions, the Tribunal proposes to
issue a Judgment ruling on the proposed conditions of access, subject
to which the case would be closed. While the following orders are
made to allow the Parties an opportunity to respond to this proposal,
decisions regarding the conduct and disposal of the case will
ultimately be at the discretion of the Tribunal.
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27.  On 27 January 2011 and 12 February 2011, the Applicant and the Respondent
respectively provided their consent to the Tribunal ruling on the proposed conditions
of access to the Further Information. With the 12 February 2011 submission, the
Respondent provided further particularization of the proposed access measures
contained in his 3 December 2010 submission. These measures are detailed below at
para. 30 and are those described in this Judgment as the “Proposed Final Access

Conditions”.

Respondent’s submissions

28.  The Respondent’s principal contentions regarding circumstances for the
production of the Further Information are presented first for ease of understanding,

and may be summarized as follows:

a. The Respondent has treated the IPA Report and its supporting

documentation as being “strictly confidential”;

b. In pursuing disciplinary proceedings against the Applicant, the
Respondent, consistent with ST/SGB/2007/6 (Information sensitivity,
classification and handling), has taken extraordinary measures to ensure that
the IPA Report and supporting documentation, due to their sensitivity, remain
strictly confidential. The Respondent has gone beyond the use of the
minimum standards and has put in place strict controls on access to the
information, including but not limited to, the use of dedicated secure space
and ICT resources, employment of highly restricted working methods and

scrupulous record keeping;

C. Given the nature of the Further Information, the Respondent has
significant concerns in relation to its unauthorized disclosure, which concerns
are not directed at the Applicant or his Counsel personally, but arise out of a

broader need to prevent inadvertent disclosure to the public domain;
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d. The Respondent has gone to significant lengths to formulate a
proposal that is reasonable and proportionate, and provides the Applicant with
full access to the Further Information, while maintaining the obligation to

protect United Nations staff;

e. Following the various proposals advanced by the Respondent to
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already spent in review of documents that were disclosed as part of the IPA

Report;

d. The Applicant has no objection to the addition of a Security Guard in

the room, along with the already existing surveillance camera;

e. In reviewing materials to date, however, Counsel for the Applicant has
been permitted to place her personal notes on a thumb drive which she has
been permitted to remove from the room; Counsel keeps that thumb drive in a

locked drawer;

f. Counsel for the Applicant is permitted, under current conditions, to
prepare legal documents and to consult with her client outside of the

designated room, and has been doing so for the past year;

g. The 3 December 2010 provisions forbid the removal of notes or any
attorney work product, including the final written submission to be given to
OHRM in response to the Charge Letter. The 3 December 2010 provisions
require that the submission to OHRM be prepared in the designated room and
also require an “un-networked” computer—a provision which appears to
preclude access to legal or other research online while the final work product

is in the process of production;

h. Since Counsel for the Applicant is located in The Hague and the
Applicant is located in Rome, these conditions effectively prevent the
Applicant and his counsel from consulting on the work product while it is
being produced and, it appears, even after it is produced. The Applicant is
required to travel around the world dealing with humanitarian crises when and
as they arise, and is not in a position to be physically present with Counsel in
The Hague at those times when Counsel is available to work on his case;

i. The new conditions—no removal of notes from the room and no

removal of work product from the room—constitute a direct and substantive
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interference with the attorney-client relationship, prevent Counsel for the
Applicant’s ability to safeguard her own attorney work product, and are

unwarranted.

The Proposed Final Access Conditions

30.  The Proposed Final Access Conditions for access to the Further Information,

as proposed to by the Respondent, are as follows:

a. All of the Further Information (including the 15 tape recordings of
witnesses requested by the Applicant) will be made available in a dedicated
secure room, to be provided by ICTY, in The Hague, where the Applicant’s

Counsel is physically located;

b. The review of the Further Information will take place, in the secure
room, with 24-hour video surveillance (video only with no sound recording),
in the presence of an ICTY Security Officer, who will be in the room with the

Applicant and/or his Counsel at all times;

C. Counsel for the Applicant will have access to a telephone in the secure
room from which to call her client and other parties, at liberty, which calls

will be unrecorded;

d. The Respondent will take such steps as necessary to ensure that,
despite the video recording of the secure room, the Applicant’s Counsel could
work and consult with her client and others without her work being observed
(while she was present or otherwise). In this regard, the telephone, computer

screen and keyboard can be situated out of view of the video surveillance;
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Applicant and/or his Counsel, while in the room, or brought into the room,
shall remain in the room—no item containing information relating to the
Further Information is to be removed from the secure room, including any
notes, documents or material saved on a thumb drive or similar created by the
Applicant and/or his Counsel during the course of the review;

f. The Applicant and/or his Counsel will be required to use a “clean”,
“stand-alone” computer (that is, a non-networked computer) on which to
prepare his response; the resultant work product of which shall not be

removed, by thumb drive or otherwise;

g. Counsel for the Applicant will be permitted to leave notes or other
materials in the secure room in a secure container which can only be opened

by her. To this end, the Respondent will provide any or all of the following:

I. An encrypted USB thumb drive, accessible only by a password
created by Counsel for the Applicant, upon which her work product
could be stored. This would offer, inter alia: full privacy, as 100
percent of stored data is protected by 256-bit Advanced Encryption
Standard hardware-based encryption; advanced security, as the drive
locks down and reformats after 10 intrusion attempts; and enforced
password protection, as the password is user-set with minimum

characteristics to prevent unauthorized access;

ii. A removable hard drive, upon which Counsel’s work product

could be stored, which would be quickly and easily removable from
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responsibility for the safekeeping of the keys and their return at the

conclusion of the case);
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should be specifically tailored to meet the necessities of each case, so that the order is

neither unduly restrictive nor impermissibly lax.

34.  Access to sensitive information in the United Nations is governed by
ST/SGB/2007/6. Section 1.2 provides, inter alia, that information deemed sensitive
shall include: (a) documents whose disclosure is likely to endanger the safety or
security of any individual, violate his or her rights or invade his or her privacy
(sec. 1.2(b)); (b) documents whose disclosure is likely to endanger the security of
Member States or prejudice the security or proper conduct of any operation or
activity of the United Nations, including any of its peacekeeping operations
(sec. 1.2(c)); and (c) documents covered by legal privilege or related to internal
investigations (sec. 1.2(d)). Section 2.1 provides that sensitive information may be

classified as “confidential” or “strictly confidential”.

35. It bears noting that, in cases where a request for confidentiality is made, the
underlying premise to such a request is that the request is legitimate and made in
good faith: that the Organization has a bona fide belief that the information deserves
protection by means of a court order due to its confidentiality and sensitivity.
Conversely, any information that has become “stale” would not need protection, for
public disclosure in such an instance presumably would not adversely affect safety

and security of the United Nations.

36.  The Tribunal emphasizes that the Tribunal accepts, for purposes of the present
Judgment, the Respondent’s contention that the Further Information remains of a
sensitive and confidential nature. Given the lapse of time of four years from the
December 2007 attack, it might be questioned whether the Further Information has
become outdated. The Respondent has not altered its stance as to the strictly
confidential nature of the Further Information, and the Tribunal accepts the
Respondent’s contention regarding the need for protective measures, without
evaluating this further and without making an official determination of its accuracy.
That issue may arise in other proceedings, but it is not before this Tribunal at this

time.
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37.  The interest of the Respondent in obtaining an order limiting disclosure of
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courts and tribunals and to a fair trial” (UN Doc. CCPR/C/GC/32), noted that the

principle is not limited to criminal proceedings.

41. In General Comment No. 31, the Human Rights Committee also noted that
“[t]he right of equality before courts and tribunals, in general terms, guarantees...
[the principles] of equal access and equality of arms, and ensures that the parties to
the proceedings in question are treated without any discrimination”. The Committee
interpreted “equality of arms” as meaning that “the same procedural rights are to be
provided to all the parties unless distinctions are based on law and can be justified on
objective and reasonable grounds, not entailing actual disadvantage or other
unfairness to the defendant”. That the concept of a fair hearing in the context of
art. 14.1 of the ICCPR and art. 6.1 of the ECHR requires conditions including
equality of arms has been confirmed in jurisprudence (see, for example: Human
Rights Committee, Morael v. France, Communication No. 207/1986, 28 July 1989,
UN Doc. CCPR/C/36/D/207/1986; European Court of Human Rights, Dombo Beheer
B.V. v. The Netherlands, Application No. 14448/88, Judgement of 27 October 1993).

42. International norms and general principles of law may assist the Tribunal in
the determination of matters before it (see discussion in Obdeijn UNDT/2011/032,
citing Tabari 2010-UNAT-030, Muthuswami et al. 2010-UNAT-034 and Chen
UNDT/2010/068). In this way, equality of arms may be seen to be an indivisible
element of a fair trial, requiring that a fair balance exist between parties involved in
litigation. The principle warrants the assurance that each party to a dispute be able to

prepare and present his or her case fully and adequately before the court.

43. The Tribunal, then, must ascertain the proper balance to be struck between
the competing interests involved in this case. It must decide whether imposing the
Contested Condition of Access as part of the Proposed Final Access Conditions

would strike a fair balance between allowing the Appli
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questions of organizational security and the robustness of the right to a fair trial

(including the right to counsel).

44. Some of the factors that the Tribunal should consider in ma
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46.  The Tribunal finds that the Proposed Final Access Conditions, including the
Contested Condition of Access, result in a fair outcome which balances the interests
of justice. While there will be some difficulty for the Applicant (and his Counsel) in
the preparation of his case, he will have access to all of the information he seeks, and
is to be granted a time period which is reasonable in the circumstances to utilize this

information in the preparation of his defence.

47.  As a final matter, the Tribunal wishes to express its appreciation to both
parties in this matter for the extensive efforts and compromises made in order to work
cooperatively with the Tribunal to obtain a just outcome. The parties have assisted
the Tribunal and complied at all times with its directions in relation to a particularly
sensitive subject matter. The diligent efforts of Counsel and their instructors are duly

noted and are to be commended.

Conclusion

48.  The Applicant is granted access to the Further Information in accordance with

the conditions specified at para. 30 (a)—(m) of this Judgment.

49. The Respondent shall allow the Applicant a reasonable time period (which
shall be, at all events, no less than four months from the time the Applicant or his
Counsel is first able to view the Further Information) to prepare his response to the

Charge Letter.

(Signed)

Judge Marilyn J. Kaman

Dated this 12" day of April 2011
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Entered in the Register on this 12" day of April 2011

(Signed)

Santiago Villalpando, Registrar, New York
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