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Summary 

The attached note has been prepared by  Chris Williams (RTpay) and Jo Marie 

Griesgraber (New Rules) under the auspices of the Capacity Building Subcommittee 

and pursuant to a mandate given by the Committee at its seventh session, in 2011.  

The report of that annual session notes:
1

Following discussion, the Committee agreed to undertake a study on the issue of tax 

collection using mobile technology, to be presented at its next session. The issue of 

whether and what form of follow-up action should be taken could be addressed by the 

Committee at that time.  

The Committee further decided that:
2

A report on taxation by electronic means would be presented by S4TP and RTpay under 

the auspices of the Subcommittee on Capacity-Building to further consider paragraph 4 

of article 13, as recorded in the report of that annual session. 
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The report finds that customer protection on new payment methods is poor, with only around 

60% of products providing full protection of customers’ funds, and raises the question of 

central banks’ lack of oversight on fraud and security protection issues.

The difficulty of locating, registering and tracking citizens for the purpose of tax or benefits 

payment is well understood, and many countries including Nigeria and the Russian 

Federation have undertaken ambitious and expensive projects with the aim of issuing Tax 

Identification Numbers (TINs) to their tax-paying population. 

Understandably, there is some resistance among certain demographics in voluntarily signing 

up for a scheme which is perceived as taking money away from them; and yet many of these 

citizens are already part of an electronic network through their personal mobile phone, a 

network which they embrace with enthusiasm and in some cases at some sacrifice to other 

lifestyle choices. 

In order to optimize the opportunities from this global network, it is imperative to incentivize 

the registration process by offering and promoting positive benefits such as financial, health 

related or educational advantages for mobile users. Explicitly referring to tax collection 

issues, or inviting subscribers to apply for a ‘Tax Identity Number’, will be counter-
productive in terms of consumer take-up, whereas offering the kinds of marketing incentives 
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Global penetration of mobile technology 

 At the end of 2011, there were 6 billion mobile subscriptions, estimates The 

International Telecommunication Union (2011)
2
. That is equivalent to 87% of the 

world population. And is a huge increase from 5.4 billion in 2010 and 4.7 billion 

mobile subscriptions in 2009. 

 Mobile subscribers in the developed world have reached saturation point with at least 

one cell phone subscription per person. This means market growth is being driven by 

demand in the developing world, led by rapid mobile adoption in China and India, the 

world's most populous nations. 

 At the end of 2011 there were 4.5 billion mobile subscriptions in the developing 

world (76% of global subscriptions). Mobile penetration in the developing world has 

reached 79%, with Africa being the lowest region worldwide at 53%. 

 Portio Research
3
predicts that mobile subscribers worldwide will reach 6.5 billion by 

the end of 2012, 6.9 billion by the end of 2013 and 8 billion by the end of 2016. 

 Portio research estimates that Asia Pacific’s share of the mobile subscribers will rise 
from 50.7% in 2011 to 54.9% in 2016. By 2016 Africa and Middle East will overtake 

Europe as the second largest region for mobile subscribers Africa. 

 Ericsson (June 2012)
4
 believes global mobile penetration reached 87% in Q1 2012 

and mobile subscriptions now total around 6.2 billion. However, the actual number of 

subscribers is around 4.2 billion, since many people have several subscriptions. 

 Ericsson forecasts that mobile subscriptions will reach 9 billion in 2017, of which 5 

billion will be mobile broadband connections. 

Key Global Telecom Indicators for the World Telecommunication Service Sector in 2011

(all figures are estimates)

Global
Developed

nations

Developing

nations
Africa

Arab

States

Asia & 

Pacific
CIS Europe

The 

Americas

Mobile 

cellular 

subscriptions

(millions)

5,981 1,461 4,520 433 349 2,897 399 741 969

Per 100 

people
86.7% 117.8% 78.8% 53.0% 96.7% 73.9% 143.0% 119.5% 103.3%

Fixed 

telephone 

lines

(millions) 

1,159 494 665 12 35 511 74 242 268

Per 100 

people
16.6% 39.8% 11.6% 1.4% 9.7% 13.0% 26.3% 39.1% 28.5%
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Active 

mobile 

broadband 

subscriptions 

(millions)

1,186 701 484 31 48 421 42 336 286

Per 100 

people
17.0% 56.5% 8.5% 3.8% 13.3% 10.7% 14.9% 54.1% 30.5%

Fixed 

broadband 

subscriptions

(millions)

591 319 272 1 8 243 27 160 145

per 100 

people
8.5% 25.7% 4.8% 0.2% 2.2% 6.2% 9.6% 25.8% 15.5%
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response to a local food and livelihoods crisis. The Basque regional government has 

developed a mobile application that enables the collection of fees remotely on face-to-face 

services (e.g. traffic fines, taxes and customs duties), integrated with the payment gateway for 

e-government services. 

Countering fraud 

1. Risks from technology attacks and malware 

The incentives and opportunities to challenge Mobile Phone Based Payments Systems 

(MPBPS) security are numerous. The rapid development of new systems means that apps 

are rushed to market with insufficient testing, chip designs are often flawed and 

vulnerable, phones ship with little inbuilt protection, and sensitive personal data is 

increasingly stored within the chip or handset without sufficient protection.  

Mobile devices are now in many ways as sophisticated as desktop or laptop computers, 

yet many ship without antivirus or spyware protection, and few users bother to install 

these security applications. 

Estimates for growth of mobile malware (includes viruses, worms and malicious software 

used by hackers, such as code inserted into compromised mobile apps) vary greatly, but 

all experts warn that it is growing very fast. BullGuard identified a staggering 2,500 

different types of mobile malware in 2010
7
. 

According to Canalys (October 2011)
8
, only 4% of smartphones and tablet computers 

shipped in 2010 had some form of mobile security downloaded and installed. Juniper 

Research (August 2011)
9
 found that less than 1 in 20 smartphones and tablets have third-

party security software installed in them.
10

These are some of the identified points of vulnerability: 

Issuance
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held within the handset open the possibility of identity theft as well as funds 

misappropriation. 

Communication channels – mobile phone handsets are designed to communicate over a 

number of different channels, including 2G / 3G / 4G mobile phone signals, Bluetooth, 

wireless LAN and, increasingly in the world of MPBPS, NFC (Near Field 

Communication) which enables phones to be used for payment on a ‘swipe and go’ basis. 
Each of these signals is vulnerable to interception by other equipment. 

Applications – malware, spyware, phishing programs and viruses can be installed via a 
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Location tracking and remote wipe – applications which can track the location of stolen 

or lost handsets and can automatically wipe all data content if required. These 
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Potential solution scenario 

In order to achieve efficient and auditable tracking of and intervention in electronic 

transactions, all electronic payments, from whatever source, should be routed through a 

single central national hub, which will accept data from all licensed Electronic Transaction 

Providers (ETPs) in a published format via a secure firewall.  

Different aspects of the modular system may be provided by different commercial entities, 

data communications providers and transaction service systems, at both local and 

international level. It is the interoperable interconnection of these systems which provides the 

required outcome that constitutes the system-based solution. 

The technology can be based around standards and systems in widespread use in the credit 

card and transaction processing industries, with specific modules to handle the differing 

requirements of individual countries’ legislation and regulations including international, 
national and regional tax law, data protection, privacy legislation, rules governing financial 

transactions and the running of financial services operations.  

The central calculation module would be governed by an underlying rulebase containing 

configurable data on tax rates, categories of goods and services, regulations on allowances 

and rebates and other relevant data for each application. 
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The single Central Hub may license specific elements of functionality to other secure hubs 

(such as card associations) for operational purposes, while retaining a consistent role as the 

single fraud analysis and Anti Money Laundering (AML) centre. The qualification for 

additional secure hubs would be applied extremely rigorously, particularly for providers of 

new electronic payment types such as mobile phone and social media payments.  

Interoperability among different types and providers of electronic payments is a key feature 

of the system.  

The components of the system can be broken down as follows: 

 Point-of-Sale Data Capture devices / transaction data input 

 Licensed Electronic Transaction Processing providers 

 Interoperable spine for exchange of data between ETPs, central systems and the 

Central Hub 

 Funds transfer conduit 

 Firewalls between ETPs and central hub 

 Central hub processing and data storage 

 Central hub rulebase containing regulations and calculation rules 

 Central hub calculation modules  

 Real-time fraud analysis application 

In essence, the central hub system would act in the same way as a credit card central hub; it 

receives data from a variety of electronic sources, processes the data, makes a calculation, 

processes a deduction or credit, then processes payments of the net value to the payee and 

any additional payments to other stakeholders, such as the tax authority or service providers 

(payment service providers, ETPs, central hub provider etc.). 
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Tax collection and benefits payments 

Benefits and government subsidies 
By creating a single central hub system through which all electronic transactions flow – not 

only those from MPBPS but also from other electronic formats such as credit and debit cards 

and bank transfers – it is possible to create an efficient and effective channel for funds 

between government and citizens. But it is also important to establish positive reasons and 

incentives for the use of such systems on a personal level, above and beyond the general 

benefits to society.  

One way in which positive advantages can be demonstrated is in the payment of government 

benefits, discounts and rebates, particularly for those who do not have bank accounts. In 

addition to direct benefits payments, the central server system can intervene to provide 

targeted aid to particular groups in a discrete and confidential manner.  

For example, a benefits recipient could pay a merchant using a mobile phone payment which 

passes through the central server; the merchant would receive full retail price for the purchase 

into his electronic account, but the customer’s account would be debited with only 50% of the 
retail cost, with the rest paid by direct subsidy from a government account. In this way, the  

subsidy can be paid without imposing the stigma of food vouchers or other publicly visible 

interventions. 

Payroll Taxes 

In encouraging a move away from cash payments and towards a cashless, electronic 

environment in which the movement of funds can be tracked and audited, a critical first stage 

is in the payment of wages and salaries to employees, and the collection of payroll taxes in an 

efficient, trustworthy and consistent environment. 

In the proposed system, all electronic salary payments would be routed through a central 

server. Payment of the gross salary due to each employee is made by the employer to the 

central server system as a single gross amount each pay period; all due taxes and benefits are 

then calculated and extracted, using an underlying rulebase and details of each employee’s 
individual circumstances. Any benefits or allowances are also added and the net amount is 

then paid to the employee.  

In this way, the administrative burden of tax calculation and collection is taken away from the 

employer, and the risk of erroneous or fraudulent calculations is greatly reduced. In addition, 

any change in tax rates or allowances can be implemented centrally by the tax authority in a 
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VAT and sales tax collection 

In a similar manner, the central hub could easily control the separation of the VAT or Sales 

Tax component from the gross amount paid on transactions processed through the central 

system so that the seller or service provider receives only the net amount due on the 
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Benefits of a central server-based system 

For the tax authority: 

1. VAT collection has been difficult and unpopular. This system makes it automatic, simple to 

operate and gives a high value of data for all tax reporting and analysis. 

2. The operation of real time fraud analysis will reduce losses dramatically in all areas of tax 

collection. 

3. Interface with local tax authorities will be greatly improved, as their taxes can also be 

collected in real time. 

For retailers: 

1. A cost-effective way of collecting sales proceeds, and paying the necessary taxes, with little 

reporting effort. 

2. A facility to market goods more effectively with promotions and frequent user discounts, 

giving the benefits automatically at the time of sale. 

3. VAT refunds are similarly automatic, recovered on the same day as purchases are made. 

For large employers: 

1. A major saving in administration of employees’ tax and benefits records.
2. A facility to bill customers to their quasi bank account for collection of regular bills. 

3. Automated VAT collection and refunding for all transactions. 

For telcos: 

1. Far greater traffic over networks as more and more transactions become electronic. 

2. If licenses to operate their part of the central clearing are given, they can generate an extra 

income stream. 

3. An ability to incorporate far more information facilities over mobile phones in all areas of 

business, education and support services. 

For government: 

1. A major increase in tax revenue. 

2. A capability to provide benefits to needy citizens in a secure and friendly manner, over the 

phone networks.  

3.
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Wider socio-political considerations 

The recent global debt crisis is an issue that cannot be ignored. There are a number of key 

areas in which effective measures can be implemented to limit negative impacts. 

These include: 

 Greatly reduce tax evasion 

 Modernize payment methods in a secure manner 

 Block the use of tax havens for tax avoidance 

 Create central data servers to manage benefits, healthcare, taxes 

 Support micro businesses to reduce unemployment 

 Discourage cash as a payment method 

 Enable mobile phones to act as a primary communication route 

We have seen that the ability of telcos to spread their towers across virtually all areas of the 

world is remarkable. They have proven this can be commercially achieved, even in most of 
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The goal of a cash-lite society 

Cash is expensive, hard to track and frequently used in transactions that are illegal, 

unsanctioned or aimed at evading tax payment. In promoting a fairer and more efficient 

government payments system it is important to discourage the use of cash and promote the 

benefits and advantages of electronic payments.  

Some governments have already recognised the potential benefits of reducing the use of cash, 

with incentives for electronic payments and penalties or disincentives for cash usage. These 

include initiatives such as the ‘cashless Lagos’ pilot in Nigeria and a more ambitious 
initiative in Eskisehir, Turkey - and Turkey’s expressed intention to work towards a cashless 
society by 2023.

14

The huge growth in MPBPS can help to work towards the goal of a connected, coherent and 

accountable cashless system – but only if the commercial providers can be managed 

effectively, the transactions tracked and audited centrally, and consumers and citizens 

provided with incentives and benefits to ensure that using electronic payments is fairer, more 

secure and more advantageous than using cash. 

Building a feeling of trust 

Any time a government is perceived to impose a central system on its citizens there can be a 

sense of distrust and anxiety about the loss of independence and personal rights. It will be 

necessary to ensure an effective ‘hearts and minds’ campaign addresses citizen concerns and 
emphasises the benefits over any perceived threats to personal freedom. 

One example of how public acceptance may be gained would be to take lessons from a 

number of national lottery schemes around the world, in which derived financial benefits are 

shown to be applied directly to worthwhile projects and good causes. The financing of the 

2012 London Olympics from this source has been popular and successful. Incentives that 

include inclusion of those who make cashless payments into a free national draw or lottery 

have already been shown to encourage participation.  

The initial public presentation of government-mediated electronic payment systems has to 

emphasise the advantages to the individual citizen, whether presented as the opportunity to 

win prize money or other material benefits, access to government services or investment 

opportunities.  The underlying aim of the programme is to increase overall tax income; but 

this can also be shown to be a direct benefit to the honest citizen. The significant decrease in 

tax evasion and the restriction of avoidance by the wealthy should be seen as a way to 

lower the overall tax paid by the honest citizen and increase the fairness of the system to 

all.

14
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Controls on mobile network operators (MNOs) 

The mobile phone is clearly the primary contact point for billions of individuals. By creating 

a programme in which citizens are incentivized rather than forced to use their mobile phone 

for cashless purchases, we can create a system for financial transactions that is cost-effective 

and to everyone’s benefit.

In order to build an effective system that produces consistent, secure and viable solutions 

globally, it is critical to address the relationship between government controls and the various 

commercial interests, most notably the telcos, m-payments providers and Mobile Network 

Operators (MNOs). Current national approaches are piecemeal, with different solutions being 

tried in different territories and governments attempting to learn from experiences where 

mistakes have been made – for example, with the implementation of M-PESA in Kenya 

where arguably the m-payments operator has been granted too much freedom, with the result 

that other governments have reacted by over-regulating.   

Ideally a standard for the operation of m-payments and m-banking should be regulated as part 

of an international agreement. If Central Banks are delegated the task of regulating the 

financial activity of MNOs, the system can be as secure as any banking network. If solutions 

continue to be implemented on a country-by-country or case-by-case basis, the whole 
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Action points 

The movement towards mobile phone-based connectivity, and the consequent rise in financial 

transactions operated through this technology, is happening at a rapid rate. It is as if a whole 

new world is being invented, where we find different species every day. This is not just a 

financial change; the way we manage healthcare, schooling, investment etc. all change as 

well.  

Government, in all forms, stand to gain significantly from these developments – but the 

danger is that inaction permits the perceived dangers to overwhelm the potential benefits.  

Under the scenario described, Central Banks have the greatest duty of managing the data and 

financial flows, but tax authorities also have a major role. Each government takes the ultimate 

responsibility to manage its own internal circumstances, but there are many areas where the 

issues are universal or have consequences across national boundaries. In this context, bodies 

such as the United Nations have a great opportunity to assist governments globally by 

ensuring a sharing of knowledge and technology assets. 

Recommendations for next steps 

In view of the rapid developments in both mobile technology and the applications of financial 

transaction services carried by these networks in a wide range of countries, the issue of co-

ordination and regulation is both critical and urgent. 

It is recommended that further studies be established on the issues of management and 

regulation associated with m-payments, m-banking and m-retail applications. 
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The objectives would be to deliver agreed recommendations and models for governments to 

benefit from the experience of others, and to test and report on new technology options. The 

transfer of knowledge on the establishment of central server controls, regulation of the flow 

of electronic funds and fraud analysis can reduce administrative costs for each government 

and maximize revenues. 


