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Talk Outline 

• STONE Shaping Terrorist Organization Network 
Efficacy [joint with A. Mannes, F. Spezzano] 
– Quantifying Terror Network Lethality 
– Predicting Successors of a Removed Terrorist 
– Identifying Who to Remove 

• Social Media Analytics of ISIL Activity [ongoing] 
– Twitter [joint with S. Kumar] 
– YouTube [joint with M. Albanese] 

• The Upcoming Threat Landscape 
– Next 2



Goal of STONE 
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Maximally degrade the 
lethality of a terror network 

• No metrics to measure lethality of 
terror networks 

• No models to predict number of 
attacks by a terror group 

 
BUT 

11/30/2016 



How STONE Works ς 4 Broad Problems 
to Solve 

  

 

4 
United Nations - CTED Meeting - Nov-Dec 

2016 @vssubrah 

Predictive Model to Measure Lethality of a 
Terror Network (predict number of attacks) 

Predict 
successors of a 
άǊŜƳƻǾŜŘέ  

(captured, killed, 
etc.) terrorist 

Predict new 
possible 

networks when a 
terrorist is 
removed 

Identify who to 
remove from the 

network to 
minimize 
expected 

lethality of the 
resulting 
network 
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Terror Networks 

Consists of 
• Nodes ς 



Correlated Measure L4 
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Person P1  
removed  

Person P2  
removed  

Network  
N1 

A1 Attacks 

 

Network  
N2 

A2 Attacks 

 

• We have different networks as people are removed from the 
network. 

• Initially, we have network N1 and during this time, A1 attacks 
occur. Network N1 has properties L1(1), L2(1), and L3(1). 

• When person P1 was removed, we have a new network N2 
and during the time N2 existed, there were A2 attacks. 
Network N2 has properties L1(2), L2(2), L3(3). 

• We build a regression model to predict number of attacks 
from historical data about the L1(iύΩǎΣ [нόiύΩǎ ŀƴŘ [оόiύΩǎΦ 

 
Predictive regression model is highly accurate. 
• 0.83 Pearson Correlation Coefficient for LeT 

network. 
• 0.8 for AQ network 
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What Happens when a terrorist is 
removed from the network? 



Vertex Successor Prediction 
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First define a set of candidates to replace node r. Must 
ƘŀǾŜ ƻǾŜǊƭŀǇǇƛƴƎ ǎƪƛƭƭǎ ŀƴŘ Ƴǳǎǘ ōŜ ŀǘ ƻǊ ōŜƭƻǿ ǊΩǎ ǊŀƴƪΦ 

Iƻǿ ŘƻŜǎ ƴƻŘŜ ǾΩǎ ƛƴŦƭǳŜƴŎŜ ŎƘŀƴƎŜ ƛŦ ƴƻŘŜ Ǌ ƛǎ 
removed? Define WRP(v,r) ς the weighted PageRank of 
v, assuming r is removed.  

Iƻǿ Řƻ ǾΩǎ ǘƻǘŀƭ ŜƴǎŜƳōƭŜ ƻŦ ǇǊƻǇŜǊǘƛŜǎ όƛƴŎƭΦ 
influence) qualify him as a successor to r? Define rv(v), 
the relative value of v as a successor. 



Replacement Probability 
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L4= -45 L4= -37 

L4= -21 

L4= -30 

CONCLUSION: According to our models, removing 
Hafez Saeed as the leader of LeT may make things 
worse. 11/30/2016 



tƛŎǘƻǊƛŀƭƭȅΧΦΦ 
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Lethality 
L1 

Lethality 
L2 

Lethality 
Ln 
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Verification & Validation 

• Tested and validated predictions on 4 terror 
networks: Al



Forecast: Hezbollah - Successor of 
Hassan Nasrallah 
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Pick #1 
Hashem Saf 

al-Din  

Pick #3 
Naim Qassem  

Pick #2 
Hussein al-

Khalil  

Pick #4 
Muhammed



Talk Outline 

• STONE Shaping Terrorist Organization Network 
Efficacy [joint with A. Mannes, F. Spezzano] 
– Quantifying Terror Network Lethality 
– Predicting Successors of a Removed Terrorist 
– Identifying Who to Remove 

•



The Art of the Possible  

Bots 
Use bots to: 
- influence opinion 
- crush/overwhelm dissent 
- ŜȄǇŜƴŘ ŀŘǾŜǊǎŀǊȅΩǎ ǊŜǎƻǳǊŎŜǎ 
 
2015 DARPA Bot Challenge  
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Identify Influencers 



ISIL Twitter Data 

• Time frame (March 2013-Oct 2016) 
• ~1.4M ISIL-related tweets  
• ~737K Twitter users 
• ~4K geo-tagged tweets 
• Purpose 

– Dissemination of Ideology  
– Recruiting 
– Dissemination of Instructions 
– Command, Control, Communication 
– !ƴŘ ƳƻǊŜΧΦΦ 
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Twitter Sentiment Toward ISIL 
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Twitter Sentiment Toward ISIL 
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Fraction of ISIL Supporters on Twitter 
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TIME FRAME MOST FRACTION OF SUPPORTERS FOR ISIL (in decreasing order) 

Mar-Sep 2013 Indonesia, Turkey, Malaysia, USA, Germany 

May-Oct 2016 Indonesia, Ireland, Thailand, Tunisia, Turkey, Malaysia, UK [all tied] 





YouTube Data  

 Total videos crawled: 1,320,039  

 Total users examined: 1,850,763  

– Number of users who uploaded videos: 16,048 

 Total comments: 4,109,724  

– posted by 972,705 distinct users  

 Interactions among users:  

– 423,513 subscriptions to other users' content  

– 2,237,422 friendships 

– 1,913,858 “commenting” interactions 
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YouTube Data  

 Our system determined  

that YouTube user  

andrea22borman must  

be extremely relevant  

to Hezbollah  

 Andrea Borman is allegedly 

romantically linked to a 

senior Hezbollah operative 
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Next Steps 

• Predict how support for or 
emotion about a terror 
group will spread through 
an online social  network. 
Develop optimal counter-
messaging schemes. 

• Who are the key 
influencers in the social 
network? 
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• STONE Shaping Terrorist Organization Network 
Efficacy [joint with A. Mannes, F. Spezzano] 
– Quantifying Terror Network Lethality 
– Predicting Successors of a Removed Terrorist 
– Identifying Who to Remove 

• Social Media Analytics of ISIL Activity [ongoing] 
– Twitter [with S. Kumar] 
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Next 2-4 Years: Terrorist Financing 

SMS-Fraud 
FakeInstaller 
JiFake 
OpFake 
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Bitcoin 
Payment channel! 

Also hacked , e.g.  

• Mt. Gox 

• Poloniex 

 
 

 

 

 

Ransomware 
Locky 
CryptoLocker 
Wirelocker 

 

 

 

 

Banking Trojans 
Carbanak 
Cobalt 
Dridex 
Dyre 
OpFake 

 
 

 

 



Next 5-10 Years: Terrorist Attacks 

ICS-
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