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The present Trends Alert



https://us2.campaign-archive.com/?u=8343c3b932a7be398ceb413c9&id=48cc001220
https://www.icao.int/meetings/uas/documents/circular%20328_en.pdf
http://www.armscontrol.ru/UAV/UAV-report.pdf

The use, or potential use, of UAS by terrorists encompasses four interlinked and often
overlapping areas:

1. Attacks — Terrorists and non-State armed groups have successfully acquired and
weaponized commercial UAS with small improvised explosive devices (IEDs) to
conduct lethal attacks in conflict zones.5> The Islamic State in Iraq and the Levant (ISIL,
also known as Da’esh) played a leading role in this innovation, and has disseminated
guidance material to its supporters on executing attacks using UAS® and released
propaganda depicting UAS attacks in the United States” and France. However, there
has been limited evidence of the attempted use of


https://www.lowyinstitute.org/the-interpreter/drones-level-battlefield-extremists
https://www.tandfonline.com/doi/abs/10.1080/14751798.2018.1478183?tokenDomain=eprints&tokenAccess=233UdNip4Iyc4MyPkmKT&forwardService=showFullText&doi=10.1080%2F14751798.2018.1478183&doi=10.1080%2F14751798.2018.1478183&journalCode=cdan20
https://ctc.usma.edu/app/uploads/2018/07/Islamic-State-and-Drones-Release-Version.pdf
https://worldview.stratfor.com/article/when-drones-attack-threat-remains-limited#/home/error
https://foreignpolicy.com/2018/08/16/consumer-drones-are-propaganda-tools-not-killing-machines/
https://www.icsve.org/isis-drones-evolution-leadership-bases-operations-and-logistics/
https://ctc.usma.edu/app/uploads/2018/07/Islamic-State-and-Drones-Release-Version.pdf



http://unscr.com/en/resolutions/doc/2370
https://www.icao.int/safety/UA/UASToolkit/Pages/default.aspx
https://www.interpol.int/en/News-and-Events/News/2018/INTERPOL-to-issue-drone-guidelines-for-first-responders
https://www.rand.org/content/dam/rand/pubs/research_reports/RR1700/RR1718z3/RAND_RR1718z3.pdf

the proximity of critical infrastructure and heavily-populated areas is a well-established
counter-measure used by many Member States.

In addition to these regulatory approaches, many Member States utilize C-UAS technologies
to detect and/or intercept UAS in flight. C-UAS technology has been widely used to protect
airspace around airports or major events.17 C-UAS systems use a variety of techniques to
detect and intercept UAS. CTED’s engagement with Member States suggests that jamming
and netguns are currently among the more


https://dronecenter.bard.edu/files/2018/02/CSD-Counter-Drone-Systems-Report.pdf
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limited guidance on measures that Member States can take to prevent terrorists from
purchasing, enhancing or manufacturing UAS for malicious purposes.

It is likely that UAS technology will continue to develop rapidly, and concurrently with other
technological advancements (including Artificial Intelligence and the spread of 5G networks).
While further technological UAS countermeasures will be required, and an improvement in
the effectiveness of existing UAS counter-measures, it will be difficult for countermeasures
in many Member States to keep pace with UAS technology. It is important therefore that
Member States’ responses become less technology-reliant and more holistic. Member
States are encouraged to pursue a multi-stakeholder approach that includes:

f Training for those responding to incidents involving the malicious use of UAS

f  Measures to strengthen community and business resilience in the event of incidents
involving UAS

f Greater coordination between different parts of Government to help ensure a more
joined-up response

f Greater cooperation with the private sector — for example, UAS companies can geo-
fence locations (including aviation, critical infrastructure, or other sensitive
locations such as prisons) within mapping software used by UAS.19

Regional and international initiatives — including the existing ICAO, INTERPOL and GCTF
initiatives — will be central to developing more harmonized Member State responses and
improving the sharing of information and lessons learned, including through technical
assistance and capacity-building initiatives.

The need for a transnational response is emphasized by research indicating that ISIL’s UAS
programme in Iraq and the Syrian Arab Republic used


https://www.bloomberg.com/news/articles/2019-02-12/better-mapping-to-help-keep-drones-away-from-airports-prisons
https://ctc.usma.edu/app/uploads/2018/07/Islamic-State-and-Drones-Release-Version.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018R1139




