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World Customs Organization (WCO)as well asrelevant regional and subregional organizationsand other
specialized bodies and institutions with expertise in specific aspects of countgerrorism.
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BORDER SECURITY AND ARMS TRAFFICKING

n an increasingly interconnected world, the ease with

which people and goods can cross borders is accelerating.

The movement of terrorists is no exception. Effective

border security is the first line of defence against terrorist
travel, including foreign terrorist fighters,

all Member States. In terms of air borders, many States
struggle to ensure basic aviation-security measures,
including the screening of goods and the cross-



In enhancing border security, the use of Advance Passenger Information (API) and Passenger Name Records (PNR)
are important tools. In its simplest form, API is an electronic communications system that collects biographical
passenger data and basic flight details from airline carriers and transmits the data to border-security authorities in
the destination country prior to the flight's arrival. This gives border-security authorities additional time to perform
enough checks of all in-bound passengers against relevant sanctions and watch lists while minimizing delays in the
processing of inbound passengers. PNR are generated through the information provided by passengers as they book
their airline tickets and check into their flights. This information is held in the carrier’s reservation and departure
control systems, and may include a broad range of information, including the passenger’s name, his/her travel dates,
ticket information, contact details, name of travel agent, means of payment, seat number, and baggage information.
This data can be used to create a “link analysis” capability, which can illuminate hidden connections in order to
identify previously unknown risks.

In its resolution 2396 (2017), the Security Council decided that Member States shall: (i) establish API; (ii) require
airlines operating in their territories to provide API to appropriate national authorities; (iii) share this information
with the State of residence or nationality or with the countries of return, transit, or relocation, and relevant
international organizations; and (iv) ensure that API is analysed by all relevant authorities. States shall also develop
the capability to collect and process PNR data and ensure that such data is used by, and shared with, all their
respective competent national authorities. The Council further encourages airlines to share PNR with relevant or



recalled that all measures must be taken in accordance with domestic law and international obligations and in full
respect for human rights and fundamental freedoms.



COUNTERING THE FINANCING OF TERRORISM (CFT)

errorists require money to operate. Without funding, they
cannot purchase weapons, equipment, supplies, or services.
The source of terrorist funds may be licit or illicit, and funding
often takes the form of multiple small donations, rather than
one large sum of money. Terrorism financing is a global phenomenon
that not only threatens Member States’ security but can also
undermine economic development and financial market stability. It
is therefore of paramount importance to stem the flow of funds to

terrorists.!

Even though the number and nature of terrorist groups and threats

illegal activities represents
an attractive source of
funding. With respect to
operational support,
terrorists may use services
provided by organized
criminal groups, including

the counterfeiting of travel
documents, the provision of
firearms, and the use of
trafficking and smuggling
routes to relocate from
conflict zones.!

change over time,

the basic need for

terrorists to raise,

move, and use funds

remains the same. The funds are raised through a variety of means, which include
but are not limited to abuse of legitimate commercial enterprise, exploitation of
natural resources, abuse of non-profit organizations, and crowdfunding sites.
Terrorists and terrorist groups may also be directly or indirectly linked to
organized criminal groups and may engage in criminal activities, including drugs
or arms trafficking, trafficking in persons, extortion, and kidnapping for ransom.
Member States are increasingly concerned about terrorists' misuse of the
Internet and other modern technologies to raise and move funds, including
through virtual currencies. Tracing measures and analysis of financial
intelligence provide key information on terrorist networks and links with
individual terrorists, including foreign terrorist fighters (FTFs). !
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In addition to the relevant conventions and Security Council resolutions, analysis




!
Laundering and the Financing of Terrorism and Proliferation of!the!Financial Action Task Force (FATF), as revised in October
2020, and the related guidance.!!

The FATF methodology focuses on assessing the effectiveness of measures through the evaluation of the implementation of
immediate outcomes. FATF regularly updates the recommendations and methodology to reflect new threats or vulnerabilities.
The Council has urged States to implement these recommendations in a number of resolutions, including resolutions!1617
(2005),12253 (2015),12368 (2017),12395 (2017)!



COMPREHENSIVE AND INTEGRATED COUNTER-TERRORISM STRATEGIES
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COUNTERERRORISM IN CYBERSPACE

errorists and terrorist groups exploit the Internet and social media not only to commit terrorist

acts, but also to facilitate a wide range of terrorist activities, including incitement,
radicalization, recruitment, training, planning, collection of information, communications,
preparation, andfinancing. The COVIEL9 pandemic, which witnessed lockdowns and social distancing
in many Member States, also saw a dramatic increase in usetlod Internet, raising significant concern
about the abuse of information and communications technologies (ICT) by terrorists and terrorist
groups, as well as persons and groups espousing extreme riglitng (or racially or ethnically
motivated) ideologies. In its work to address the those underlining issues, the Counteferrorism
Committeeis guided byseveral Security Council






which

ICT issues (digital evidence, protection of critical infrastructure, online incitement, online
moderation, etc.) have also been included in the Overview thplementation Assessment (OlAand
the electronic Detailed Implementation Survey (eDIS), the recently updated survey tools othe
Committee and its Executive Directorate, which are hosted in a new clodmhsed assessmenand
analysisportal.

WORKWITHTHEPRIVATSECTOR
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the private sector in this area. In 2017, this collaboration was formalized in a publprivate
partnership called Tech Against Terrorism . This initiative, which involves numerous partners from
Government, the private sector, trade associations, civil society, academia, and multi



Security Council resolution 2354 (2017) requests the Counter £ 7" "<ee  ‘eec——1tF - @ndfe—<">
compile existing good practices in countering terroristnarratives, in coordination with the CTITF
[Counter-Terrorism Implementation Task Force] Office [now the United Nations Office ofCounter-

Terrorism (UNOCT)], and where appropriate in consultation with other relevant nonUnited Nations
Fo—c—<ted0 Brf f"Zi%coe ‘eec——tF ™77 fZe' 0..'s—cmeaburestdkbiiby™ Z1t%fZ
Statesto enhance<e’Z 1« f+— f —0“¢ Baf itther public-private ’ f "—+3”¢S<’e6a ... ¢t —...— ‘—=-"
to civil society organizations and religious actors, and to workvith members of the CTED Global

Research Network and others to measure the impact araffectivenessof counter-narratives.
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Committee and CTED therefore place an emphiason the steps taken by States to institute
programmes and strategies to counter incitement, in accordance with resolution 1624 (2005),
criminalizing incitement and countering terrorist-narratives in accordance with resolution 2354
(2017), as well as to ounter violent extremism in accordance with 2178 (2014) and others.

Wherever there are gaps, the Committee and CTED seek to bring States together with technical
assistanceproviders to develop further initiatives in theseareas.

The Committee and CTEDare committed to ensuring coordination of their efforts with those being
made in support of the United Nations Global Count€eFerrorism Strategy, including through Te
participation in the United Nations Global



DATAPROTECTIOMNDPRIVACY

As counter-terrorism measuresincreasingly raise challengesrelating to privacy and data protection,
experts recognize a lack oflata-protection legal frameworks and guidance for private companieand
Governments addressing technical issues such as legal enrolment criteria, data retentiondedetion
policy, data processing, data sharing, preventing misaesof data, data security, validationand



Committee, with the support of CTED, to examine Member—f —f i
infrastructure from
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errorism poses a serious threat, not only to

international peace and security, but also to the

enjoyment of human rights and social and economic
development. Member States must take steps to effectively
counter and prevent terrorism, as part of their obligaton
under international human rights law to protect the rights to






INFORMATION AND COMMUNICATIONS TECHNOLOGIES (ICT)

errorists and terrorist groups exploit the Internet
and social media not only to commit terrorist acts,
but alsoto facilitate a wide range of terrorist
activities, including incitement, radicalization,
recruitment,
training, planning,  collection of  information,
communications,preparation, andfinancing.

In its work to address the abuse of information and
communications technologies (ICT) by terrorists and
terrorist groups, the CounterTerrorism Committee
(CTC)isguided by several Security Council resolutions,
including:

x Adopted shortly after the 11 September attacks against the
United Statesin 2001, Security Council resolution 1373 calls on all
Member Statego find ways to intensify and accelerate the exchange
of operational information concerning the use of ICT by terrorist
groups and to suppresterrorist recruitment.

x Security Council resolution 1624, adopted in 2005, calls



X Security Council resolutions 2341 (2017), 2354 (2017), 2395 (2017) and 2396 (2017)
acknowledge the needto develop public-private partnership, through voluntary cooperation, to
address the exploitation of ICT by terrorists, including in developing counternarratives and
technological solutions, while respectindiuman rights and fundamental freedom, and ensuring



In view of the challenges and pursuant to resolutions 2322 (2016), 2331 (2016), 2341 (2017), and 2396 (2017)
and the CTC Madrid Guiding Principles on FTF and its Addendum, CTED together with the International
Association ofProsecutors (IAP) and the United Nations Office onrligs and Crime (UNODC) launchedRractical
guide for requestingelectronic evidenceacross borders in September 2018. This initiative is strengthening

the capacity of central authorities, prosecutorsandinvestigatorsto preserveandobtain electronicevidence
in the framework of

T



ARTIFICIAL INTELLIGENCE

he use of Al in CT, from automatic content moderation by communication service providers to the use of
biometrics, is widespread. Machine learning and decisiemaking are seen both as extremely powerful
surveillance and investigative tools butalso as serious threats to the enjoyment of civil and political rights,
from privacy and freedom of expression to racial and gender discrimination. CTED has been collaborating
with various partners that are working on this area, notably UNICRI and the WatlEconomic Forum.
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https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-analytical-brief-soft-targets.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-analytical-brief-soft-targets.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-analytical-brief-soft-targets.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-report-march-2017-final.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-report-march-2017-final.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-report-march-2017-final.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-report-march-2017-final.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-alert-may_2019.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-alert-may_2019.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-alert-may_2019.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-alert-may_2019.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-alert-may_2019.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-alert-may_2019.pdf
https://www.thegctf.org/Portals/1/Documents/Links/Meetings/2021/19CC11MM/WatchlistingToolkit/WatchlistingToolkit.pdf?ver=eKJfi0XK8shisXg81ugekg%3d%3d
https://www.thegctf.org/Portals/1/Documents/Links/Meetings/2021/19CC11MM/WatchlistingToolkit/WatchlistingToolkit.pdf?ver=eKJfi0XK8shisXg81ugekg%3d%3d
https://www.thegctf.org/Portals/1/Documents/Links/Meetings/2021/19CC11MM/WatchlistingToolkit/WatchlistingToolkit.pdf?ver=eKJfi0XK8shisXg81ugekg%3d%3d
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LEGAL AND CRIMINAL JUSTICE ISSUES

The adoption ofSecurity Council resolution 1373 (2001)
introduced a significant new dimension to international
counter-terrorism law by requiring all United Nations
Member States to criminalize various acts associated wit
terrorism, as well aspatrticipation in the financing, planning,
preparation and perpetration of such acts. The resolution
emphasizes the need to bring terrorists to justice through
effective criminalization and requires that the punishment
duly reflect the seriousness of such acts.

MORE INFORMATION Council resolutions1373 (2001), 1624 (2005), 2178 (2014), 2396 (2017),
and other relevant resolutions. The Counteferrorism Committee
Executive Directorate (CTED) supports the Committee by assessing

e, " —f—Fei terrerismi efforts, including progress made,
remaining shortfalls, and priority areas for technical assistance needs, as
well as by identifying terrorism -related trends and challenges and good
practices employed in the implementation of the relevant Council
resolutions.

More info about CTC and CTED,
including the CTC Chair and
Te SE...——<F <"%.
be found here:
https://www.un.org/securityco

uncil/ctc/content/about -us-0. Security Council resolution 2178 (2014) addresses the exceptional
challenges posed by the foreign terrorist fighter (FTF) threatand
Toe—f,Z<oSte —f—Fei * Z<%of—c'oe —' . "cocofZct ftt

AN SR NG EEVENEGI EREIEY  threat and to ensure that prospective terrorists can be brought to justice for

https://www.un.org/securityco actions taken to prepare or facilitate terrorist acts, including travel.

uncil/ctc/content/frequently -
askedquestions-fags.




INTERNATIONAL COOPERATIORROSECUTION, REHABILITATION, AND
REINTEGRATION STRATEGIES

Promoting <s—F"ef—c'efZ Zf™ Fe " fete— fof E—tc..<fZ .."F"f—<'e <o f L fe-7
counter-terrorism efforts. This objective is set forthin resolution 1373 (2001) and severalsubsequent resolutions.

In 2016, the Council adoptedts resolution 2322 (2016), which is the first Council resolution to focus specifically on
international law enforcement and judicial cooperation to counter terrorism.The resolution highlights the need for
enhanced cooperation in several new and emerging areas, especially in rédatto FTFs.

The requirement for Member States to develop and implement prosecution, rehabilitation, and reintegration (PRR)
strategies originates with the call to bring terrorists to justice, contained imesolution 1373 (2001). The concept of
a PRR strategy was explicitly introduced through resolution 2178 (2014)further developed in the2015 Madrid
Guiding Principles (S/2015/ 939); and further emphasized inCouncil resolution 2396 (2017), which focuses on
suspected terrorists, including relocating and returning FTFs and their family members, presenting additional
provisions in the areas of judicial measures and international cooperation to develop PRR strategjie



http://unscr.com/en/resolutions/doc/1373
http://www.un.org/en/ga/search/view_doc.asp?symbol=S/RES/2322(2016)

situation of FTFs who travel to, or return from, conflict zones has also caused challenges for prosecutors and
investigators. Because information related to the activities of FTFs can be located on the battlefield, it may be
inaccessible to civilianprosecutors and investigators.

In order to address this serious challenge, CTERctingtogether with the International Association of Prosecutors
(IAP) and the United Nations Office on Drugs and Crime (UNODC) launcliecks 1’ —Fe, 1" tr$racticabguide

for requesting electronic evidence across borderg which also responds to Security Council resolutior&322 (2016),

2331 (2016), and2341 (2017), in calling on Member States to collect and preserve ewdce for the purposes of
investigations and prosecutions aimed at holding accountable those responsible for terrorist attacks. CTEDhas

also partneredwith United Nationsentities that are members of the CounteiTerrorism Implementation Task Force
(CTITF) Working Group on Legal and Criminal Justice ResponsesT&rrorism to develop guidelines for Member
States on how to collect evidence on the battlefield to enhands admissibility in criminal justice proceedings.This

is particularly relevant in cases where civilian investigatory capacities in the State in which the conflict is occurring

are insufficient or where mutual legal assistance (MLA) arrangements are lackinghe project partners have
launchedthe 0 — <t fZcefe —* “f «7Zc—f—% —SF —ef fot fteceec «Zc—> fe ff6rnfatien..t <o
272t .. —F1ta SfetZtta vtet" it fet oSfUET > =St e<Z<—f"> ' "Viet . ——F —
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