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Any data collection, use and processing by UN System Organizations in the context of the COVID-19 
pandemic should be rooted in human rights and implemented with due regard to applicable international 
law, data protection and privacy principles, including the UN Personal Data Protection and Privacy 
Principles. Any measures taken to address the COVID-19 pandemic should also be consistent with the 
mandates of the respective UN System Organizations and take into account the balancing of relevant 
rights, including the right to health and life and the right to economic and social development. 

Taking into account the UN Personal Data Protection and Privacy Principles, the UN Secretary-General’s 
policy brief on human rights and COVID-19, and relevant health and humanitarian standards, data 
collection, use and processing by  UN System Organizations in their operations should, at a minimum: 

● Be lawful, limited in scope and time, and necessary and proportionate to specified and legitimate
purposes in response to the COVID-19 pandemic;

● Ensure appropriate confidentiality, security, time-bound retention and proper destruction or
deletion of data in accordance with the aforementioned purposes;

● Ensure that any data exchange adheres to applicable international law, data protection and privacy
principles, and is evaluated based on proper due diligence and risks assessments;

● Be subject to any applicable mechanisms and procedures to ensure that measures taken with
regard to data use are justified by and in accordance with the aforementioned principles and
purposes, and cease as soon as the need for such measures is no longer present; and

● Be transparent in order to build trust in the deployment of current and future efforts alike.

A coordinated and inclusive global UN-wide response rooted in solidarity is necessary to contain the 
pandemic and minimize its negative impact across the world. Although the statement is aimed to address 
the challenges of the current COVID-19 pandemic, it may serve as a precedent for using data to respond 
to any future crises of a similar scale quickly and while respecting data protection and privacy. 


