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March 2021

rough a series of informal dialogues aimed
at enhancing UN cooperation in countering
disinformation (understood as false or misleading
content that can potentially harm human rights, and
including misinformation and mal-information), sta
from 21 entities from the UN family have collectively
identi ed the following data points as important for
research and actions in this area.!

Greater transparency from internet communications
companies would allow the UN to more e ectively
understand and counter disinformation on COVID-19
and other key areas of public interest.

In regard to data access, the right to privacy should be
respected but not serve as a means to unduly restrict
such access. Where data is end-to-end encrypted,
metadata about ow patterns may give insight. e
UN is guided by the UN Principles on Personal
Data Protection and Privacy and the United Nations
Sustainable Development Group (UNSDG) Guidance
Note on Big Data for Achievement of the 2030 Agenda:
Data Privacy, Ethics and Protection.

For each of the data points below, disaggregated
data on individuals and groups would be important,
wherever possible, by: platform; device; date; location;
language; gender; device; and behavior (frequency
& recency, engagement, reach, volume & velocity),
where relevant.

Other data points of disaggregation, where these
exist, could include: age, country, state/province, city,
neighborhood, vulnerable groups (migrants/refugees,
indigenous peoples, ethnic & religious minorities,
LBGTQI).

1. General data about content, mis and
disinformation (and/or narratives of
such content)

To understan

1 einformal interagency dialogues were convened by UNESCO and WHO, with the participation of EOSG, IOM, ITU, OHCHR, UN DESA, UN DGC, UNDP, UNEAD, UN
ECA, UN ECLAC, UN EDA, UNEP, UN ESCWA, UN Global Pulse, UNICEF, UN O ce of the Envoy on Technology, UN OSAPG, UN Women and UN75.

2 Depending on data governance, regulations, legislation, data privacy, business secrets and other factors, the di erent datasets described above could be shared under through
di erent means. Based on existing literature about data sharing modalities [see https://www.nature.com/articles/sdata2018286] , there are a number of options available for each
of the indicators and metrics described above. Some of the options to consider are public data release, limited data release to certain organizations, release of pre-computed

indicators or a question-and-answer model for speci ¢ cases.
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e number of posts and messages containing mis
or disinformation detected in a selected time frame,
and mechanisms which could allow an estimate of its
representativeness - e.g. what percentage of the total
content (by number of accounts, by daily tra ¢, etc.)
that number represents.



- enumber of posts and ads, subject to the measures
described above, which were later overturned on
appeal.

- e number of post removals requested by
governments, the number of governments submitting
removal requests, requests by non-state actors for
content removal, and the percentage of moderation
actions led by automated systems. e number of
inauthentic “super spreader” accounts that have
been shut down for propagating disinformation.
number of restrictions by governments of platforms,
including the location, length and rationale of each
shutdown.

3. Partnerships and promoting reliable
information

To understand if and how companies prioritize and
promote reliable information, these entities should
make the following information available:

- Categorization and quanti cation of the
dissemination, timing, reach and engagement of
posts promoting high-quality information - e.g. fact
checked posts, content from content authorities.



